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Abstract

As reliability and speed of wireless technologies continue developing, a multitude of Internet of

Things use cases that were previously infeasible start becoming possible. These use cases employ

various sensors that continuously collect data and transfer the data to the cloud. However, there is a

class of applications for which it is infeasible to send all raw data to the cloud - some of it has to

be pre-processed on the edge. Such applications necessitate the partitioning of the computational

workload between the edge and the cloud. Determining and implementing such partition is an

error-prone process with high engineering effort involved.

This work presents FlexIoT, a unified approach for development of applications that need to be

partitioned between the edge and the cloud. The key idea is to determine the edge-cloud partition

and generate the edge, the cloud, and the edge-cloud communication components automatically. We

propose to express the workload as a streaming query, which allows to clearly delineate the stages of

computation and allows to determine the edge-cloud partition automatically.

Compared to existing approach of developing such applications manually, FlexIoT allows the

developer to save time and engineering effort. Our results show that we can reduce the lines of

code written by an average of 30% at a modest overhead (average 2.5%) compared to manual

implementation. In addition, we argue that because the partition is determined automatically, the

developer does not have to perform the manual effort of determining the partition. We have performed

a sensitivity study for our representative applications and it shows that partially offloading such

applications to the edge can reduce cloud compute costs by up to 5X and cloud network costs by up

to 1000X.

ii



Acknowledgements

I want to thank Anand Jayarajan for constructive discussion about Stream Processing Engines. I

also want to thank my supervisor, Professor Gennady Pekhimenko for his direction and patience

during completion of this project and for making my masters studies a very rewarding and enjoyable

experience.

iii



Contents

1 Introduction 1

2 Background 3

2.1 5G and IoT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.2 Sensors and Microcontrollers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.3 The Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.4 The Edge . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.5 Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.6 Stream Processing Engines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

3 Motivation 8

3.1 Why Not Doing Everything at the Edge? . . . . . . . . . . . . . . . . . . . . . . . . 8

3.2 Why Not Doing Everything on the Cloud? . . . . . . . . . . . . . . . . . . . . . . . . 9

3.3 The Split . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

3.4 How is it done now? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

4 Key Observations and Ideas 13

4.1 Key Observations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4.2 FlexIoT Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

5 Implementation 15

5.1 Streaming Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

5.2 Inputs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

5.3 Parsing and Edge Component Generation. . . . . . . . . . . . . . . . . . . . . . . . . 16

5.3.1 Satisfying Memory Constraints . . . . . . . . . . . . . . . . . . . . . . . . . . 16

5.3.2 Satisfying Latency Requirements . . . . . . . . . . . . . . . . . . . . . . . . . 17

5.4 Split Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

5.5 Cloud . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

6 Methodology 19

6.1 Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

6.2 Baselines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

6.3 Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

6.4 Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

iv



7 Evaluation 21

7.1 Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

7.2 Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

7.3 Reducing Engineering Effort . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

7.4 SPE vs. Manual . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

7.5 Cost Saving Sensitivity Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

8 Related Work 27

9 Discussion 29

9.1 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

9.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

10 Conclusion 31

A Example of Source Code 40

v



Chapter 1

Introduction

Fuelled by development of 5G [1], recent years have seen rapid growth of Internet of Things

(IoT) [60] applications. Most IoT applications rely on sensors that collect data and send it to the

cloud[110] for processing and analysis. As such, most IoT applications consist of three parts: sensor,

communication, and cloud components. Sensors collect the data, communication component sends

the raw data to the cloud, and cloud component aggregates it and performs deeper analysis on data

from multiple sensors. There is a class of applications in industrial [86] and medical [41] fields that

rely on fast-collecting sensors [29, 44, 45] and for these applications it is not feasible to send raw data

from the sensor to the cloud because of fast sensor collection frequency. For such applications, it is

necessary to pre-process and aggregate the raw data on or near the sensor and send the aggregated

results to the cloud. This approach is usually referred to as “edge computing” [59]. In edge computing,

part of the workload is offloaded from the cloud to the edge so that raw data can be pre-processed

and aggregated, thus reducing the frequency of messages from the edge to the cloud. Edge devices

that we are targeting in this work are small and resource-constrained micro-controllers [20] which

can be paired with IoT sensors.

Developing applications that require partitioning the workload between edge and cloud come

with several fundamental challenges:

• Developers have to determine which part of the workload to offload to the edge, which is an error

prone process that requires high engineering effort.

• Each edge-cloud partition requires manually implementing three different pieces of software,

typically, in two different programming languages. Edge component [24] is usually firmware

for a micro-controller written in low level programming language (C/C++ [31]) while cloud

component [16, 10] is usually written in a high level programming language (Python [94], Java [62],

Scala [97]) to run on the cloud. Edge and cloud require very different programming expertise and

a developer will have to deal with different technologies (networks, embedded devices, mobile,

cloud).

• Every time a developer wants to try a different partition, they have to change edge, cloud, and

communication components. Partitioning the workload at a different point means moving part of

the computation from the cloud to the edge or vice versa, which means the developer needs to

1



CHAPTER 1. INTRODUCTION 2

convert from a high level language to low level language or vise versa, which is not a trivial task

and has to be performed manually.

To address these challenges, we propose FlexIoT, a framework which takes an integrated develop-

ment approach to the problem. Developer uses a Stream Processing Engine (SPE) [104] to write

a single streaming query in our intermediate representation. We have developed an intermediate

representation that allows to (1) write a single high level streaming query as if it ran entirely on the

cloud; (2) automatically identify the edge and the cloud components of the query, automatically test

and determine which part of the workload can be offloaded to the edge device; and (3) keep track of

all the required information to automatically generate the communication component for all possible

edge-cloud splits. The query is automatically split between the edge and the cloud components based

on different optimization criteria and communication component is inserted between the two. FlexIoT

makes use of source code generation techniques to convert the high-level representation into source

code for the edge and the cloud components. Since micro-controllers are very constrained in terms

of compute resources, it is important not to offload too large of a workload onto a micro-controller,

which can potentially produce invalid results. Given a micro-controller, FlexIoT automatically tests

different edge-cloud splits to determine what part of the workload can be offloaded to the edge.

We have compared FlexIoT against the manual implementation and found that we reduce the

amount of code written by approximately 30% and significantly reduced development time while

incurring a maximum and average latency increase of 7.45% and 2.92% respectively.

In summary, this work makes following contributions:

• We perform a thorough study of an important class of IoT applications and identify challenges in

development of this class of applications.

• Motivated by the aforementioned challenges of manual implementation, we present FlexIoT, an

integrated system for development of an important class of IoT applications with signal processing

pipelines. FlexIoT allows users to develop these challenging IoT applications with minimal

programmer effort by automating several development stages and allowing developers to focus on

important parts of the application.

• We perform a thorough evaluation of our system on live human data with real sensors and find

that FlexIoT is able to automatically determine the edge-cloud split point and produce edge,

communication, and cloud components while significantly reducing engineering effort (both lines

of code written and development time). Moreover, FlexIoT does this with a minimal increase in

latency compared to manual implementation.

The rest of this manuscript is structured as follows. Sections 2 and 3 will provide the background

and describe the problem, Section 4 will list observations that drove our approach, Section 5 will

describe the implementation, Sections 6 and 7 describe our methodology and evaluation, Section 8

discusses important related works and finally we conclude with Section 9.



Chapter 2

Background

In this section, we will give the necessary background on IoT sensors and micro-controllers, followed

by discussion of cloud and edge and how they are related to IoT. After that we will briefly describe

the applications we are targeting, including the use cases we have implemented. We will conclude

with the discussion of Stream Processing Engines (SPEs).

2.1 5G and IoT

Advent of 5G [1] has enabled faster, more stable and more secure connectivity, which made it possible

to connect very large number of devices to the internet. This has enabled rapid development of the

Internet of Things (IoT) [60], where network-capable sensors are attached to various objects (from

household refrigerators [70] to large industrial robots [34]) or people (medical use cases [2, 52]) in

order to continuously collect diagnostic data, which is then sent to the cloud servers for processing

and analysis.

2.2 Sensors and Microcontrollers

Sensors used for IoT applications range from fast-collecting accelerometers [75] with sampling

frequency on the order of KHz used to monitor industrial machines [29] to air quality sensors in the

cities that report readings once per minute [77]. Table 2.1 shows example of several such sensors,

typical output frequency used, field, and applications1.

These sensors can be paired with network capable microcontrollers into what is called “Smart

Sensors”, which can collect the data from the source (human being or industrial machine) and

send the data to the cloud for analysis. Devices that we focus on are on the scale of Arduino [19]

micro-controllers. We focus on this class of devices because they are the small, cheap, can be deployed

en masse, and yet are still capable of processing raw signals from the types of sensors that are

deployed for IoT applications and sending the results to the cloud. Because of their low cost, small

size, and network capabilities, such micro-controllers would be primary candidates to be paired with

IoT sensors. These devices normally have simple in-order pipelines with memory on the order of tens

1It is important to note that raw data produced by these sensors needs to be filtered and processed using signal
processing techniques before meaningful information can be extracted.
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CHAPTER 2. BACKGROUND 4

Sensor Typical sampling Rate(Hz) Field Application

ECG sensor [102] 250 - 2000 Medical Electrocardiogram [44]

EMG sensor [84] 250 - 2000 Medical Electromyography [45]

EEG sensor [43] 100 - 20,000 Medical Electroencephalogram [95]

Accelerometer [75] 100 - 40,000 Industrial Predictive Maintenance [29]

Proximity sensor [53] 2 - 42,000 Industrial Machine Control / Safety [91]

Pressure sensor [51] 100 - 1000 Industrial Machine Monitoring [100]

Table 2.1: Examples of Typical Sensors that are used for IoT and their respective applications.

or hundreds of KB [21, 22, 23, 92, 106, 87]. Such devices are normally programmed using a low level

programming language like C\C++ [31]. In order to perform deeper analysis and extract actionable

insights from across multiple sensors, that data needs to be analyzed and stored in some central

location. In the current IoT architecture, this is happening at the cloud.

2.3 The Cloud

The term cloud commonly refers to datacenter servers that provide compute and data storage services

to customers. Among major cloud providers are Alibaba Cloud [8], Amazon Web Services [11],

Microsoft Azure [81], Google Cloud Platform (GCP) [48], IBM Cloud [54], and Oracle Cloud [88].

These organizations provide compute services to their users who usually pay on time-basis (e.g., hourly,

daily, monthly) for the use of provider’s cloud compute and storage instances. Cloud computing

services are popular because cloud providers provide users with Infrastructure, Tools and Software

that allow users to skip several stages of application development.

In the context of IoT, cloud is a natural place for accumulation and analysis of sensor data [13,

48, 89]. cloud providers virtualize seemingly infinite compute resources into a highly flexible, efficient,

and scalable service. However, with all of its benefits, cloud computing has one major shortcoming -

since the machines that perform computing are located in datacenters, data has to be delivered to

these machines, which introduces additional costs and latency. In this work, we will demonstrate

several applications that, due to their very nature, are not well suited to be deployed in a classical

cloud computing framework. These applications would require a different approach - one that is

commonly referred to as edge computing.

2.4 The Edge

Edge computing refers to the concept of performing a computation closer to the source of the data or

the user. If cloud normally refers to datacenter servers, edge is a much more heterogeneous term

which can mean much more diverse hardware resources. It can mean anything from tiny Arduino

microcontrollers [20] to a cloudlet [76, 109] (micro-datacenter). The purpose of edge computing is to

bring compute resources closer to the sensor or user, which is done in order to support latency-sensitive

applications and reduce costs associated with moving data to the cloud. Part of the computational

workload of the application is performed on an edge device and the result is then sent to the cloud.

This allows to perform partial processing and aggregation of raw results closer to the source, which
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reduces the amount of compute that has to be done by the cloud, thus reducing cloud compute costs.

Since the raw data is aggregated, this results in less frequent messages from the edge to the cloud,

which reduces pressure on network infrastructure and relaxes bandwidth requirements, thus reducing

network costs. There is a large set of Industrial and Medical applications which employ fast collecting

sensors [99, 98, 44, 45, 95, 29, 91, 100] which can benefit from edge computing approach. Table 2.1

shows several examples of such applications. Applications listed in the table are only a subset of

a large set of similar applications that require fast-collecting sensors. One important observation

that we can make is that medical and industrial sensors collect at high frequencies because physical

phenomena they are trying to detect require fast collection frequencies.

2.5 Applications

In this work, we focus on IoT applications that make use of fast-collecting sensors. Such applications

are usually found in health [41] and industrial [86] IoT use cases. Several examples of such applications

are given in the last column of Table 2.1. These applications make use of high-frequency (at least

100 Hz) sensors to collect raw data and require signal processing techniques to filter and pre-process

the results of each individual sensor before meaningful information can be extracted. We select three

use cases that are representative of these types of applications:

1. Electrocardiogram (ECG) [44] is one of the simplest and fastest tests used to evaluate the

heart. Electrodes (small, plastic patches that stick to the skin) are placed at certain spots on

the chest, arms, and legs. The electrodes are connected to an ECG machine by lead wires. The

electrical activity of the heart is then measured and analyzed.

2. Surface Electromyography (EMG) [45] measures muscle response or electrical activity in

response to a nerve’s stimulation of the muscle. The test is used to help detect neuromuscular

abnormalities. During the test, electrodes are attached to the skin near the muscle and the

electrical activity is picked up by the electrodes and analyzed.

3. Bearing Health Measurement (BHM) [29]. Accelerometer is attached to a bearing in a factory

robot in order to monitor the health of said bearing to determine if the bearing needs (will

soon need) replacement. Accelerometer records the vibrations as time-series data, which is

then analyzed and health of a bearing is assessed.

Applications such as these usually employ multiple sensors whose results are still aggregated on

the cloud. For example, a doctor would have multiple patients with wearable ECG sensors all of

whose data is being collected and sent to the cloud. A deeper analysis can be run on the data from

across sensors on the cloud, for example computing the average heart rate across the patients. This

data from multiple sensors can be thought of as a data stream. There are many tools to analyze

data streams, but perhaps the most well known are Stream Processing Engines (SPEs).

2.6 Stream Processing Engines

The idea of stream processing originated almost 30 years ago [32]. Early stream processing engines

(SPEs) [5, 17, 107, 50, 27] were designed as extensions to relational databases by modeling stream
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processing as incremental query execution over append-only tables [107]. Over the years, streaming

engines have evolved considerably [7, 6, 26, 82, 73, 63, 80, 79, 93, 108] and have found adoption in a

wide variety of fields, including health care [63], social media analysis [69], investment [105], and

fraud detection [40]. Many of these applications process data at a high rate and demand latency

and throughput requirements - something traditional data bases are not designed for. In addition,

traditional data bases are not designed to process live data.

Sensors such as the ones in Table 2.1 produce readings at regular intervals (dictated by sensor’s

sampling rate). These readings can be thought of as a data stream and as such, SPEs are a natural

choice for processing such data.

CF = max(|xi|)
/

2

√√√√ 1

N

N∑
n=1

x2
i

(a) Crest Factor formula.

TwinSubq(512)

Parallel(2)

x → |x| x → x2

Max() Sum()

x → x / 512

x → 2
√
x

TWinFun(2, (x, y) → x / y)

(b) Implementation of Crest Factor using an
SPE.

Figure 2.1: Formula for Crest Factor and it’s implementation using a SPE.

SPEs usually provide users with a set of operators using which users build streaming queries.

Since our work concerns itself with SPEs and not with databases, we will, unless otherwise stated,

use queries to mean streaming queries. Streaming query consists of a series of operators, each of

which can have parameters, input functions, or even subqueries. Each operator of the query receives

an element (or several elements) of the stream as input, performs its operation on the input, and

outputs the result to the next operator. We demonstrate how a mathematical formula for Crest

Factor [36], a statistical measure of a signal that is often used in signal analysis, can be implemented

using an SPE. Part (a) of Figure 2.1 shows the formula for the Crest Factor and part (b) shows

how it would be implemented using an SPE. First, the input signal is windowed using a Tumbling

Window Subquery operator with window size of 512 events, then the stream is split into two separate

streams using Parallel operator (this operator passes its input to its subqueries). Left side of the
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stream computes the maximum of the absolute values of stream events. Right side of the stream

computes the expression for the square root of the formula from part (a). Then two streams are

joined using a Tumbling Window Function operator which takes two elements of the stream (first

containing result of left side and second containing the result of the right side) and divides the first

element by the second one.

SPEs normally provide a number of operators out of the box, as well as allow users to build

their own custom operators. SPEs have the advantage of hiding some of the complexity of the

overall computation from the user by implementing common computational paradigms for the user

in the operators themselves and allowing the user to concentrate their effort on critical parts of the

computation. For instance, in Figure 2.1 example, user will not have to write the code to window

the stream with tumbling windows of size 512 as it is already implemented by the SPE’s operator.



Chapter 3

Motivation

In this section we will demonstrate that there is a class of applications with high-frequency sensors

which can not be placed entirely on the edge or the cloud. These applications require the programmer

to partition the workload between the edge and the cloud. We will argue that determining and

performing that partition forces the programmer to apply high engineering effort and potentially

perform redundant work.

3.1 Why Not Doing Everything at the Edge?

There are several reasons why it is difficult and sometimes even impossible to completely move

workloads to the edge:

• While there is a very large variety of edge devices, they are usually small, cheap, and deployed en

masse. As such, these devices are often very constrained in terms of power, compute capabilities,

and memory. This means that it is possible that these devices will not have enough memory to

store the working set of the entire application or their CPU is not powerful enough to perform all

required computations to obtain the final result within a required time interval. IoT applications

with signal processing pipelines pre-process and filter raw sensor data, which needs to be collected

at strict time intervals. If an edge device computes intermediate results between sensor collections

too slow and violates these strict time intervals, this could produce incorrect final results. In

addition to memory and computational constraints, it is often desirable to keep results from

sensors over long time periods for logging and possible offline analysis, which requires significant

amount of storage, something edge devices do not have. For example, a doctor might want to

keep patient results over months or years for long term analysis, which is impossible on a small

edge micro-controller due to memory constraints. Although it is possible to analyze (and to some

degree) store this data on doctor’s laptop, it would require the doctor to be able to implement

and maintain everything required for the operation of what is essentially a mini data center. This

demands from said doctor the skills they do not normally have.

• In order to perform analysis over data from multiple sensors one has to collect these sensor results

into a single location. For example, in preventative maintenance application, one might want to

know the average health of factory machines across factory floor or across multiple factories. This

8
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Application Sensor Freq.
(Hz)

Monthly
Messages
(M/sensor)

Monthly
Price ($/sen-
sor)

Fleet Size
(K)

Monthly
Price
(M$/fleet)

BHM 3000 7500 5200 1000 5200

ECG 1000 2500 1800 500 900

EMG 500 1250 900 250 218

Table 3.1: Monthly AWS network message costs without edge compute.

requires that data from multiple sensors is brought into a central location and this aggregated

analysis is performed there.

3.2 Why Not Doing Everything on the Cloud?

While it is possible to send all sensor data to the cloud and perform computation there, there are

applications for which it is prohibitively expensive. In this work, we demonstrate a class of applications

for which it is infeasible to send raw data to the cloud. We implement three use cases, namely

electrocardiogram (ECG), electromyography(EMG), and Bearing Health Measurement (BHM), which

we treat as representative of the class of applications we focus on. All three applications require

fast collecting sensors and signal processing pipelines to analyze raw signal. These use cases were

described in Section 2.

If we do not perform processing at the edge for these applications, we have to send raw data from

sensor to the cloud. Table 3.1 shows the cost to do that with the AWS [11] IoT Core in the US East

Region and cheapest (MQTT and HTTP) pricing of $0.70 per million messages [13]. We are using 3

KHz (slower) collection speed for BHM for the calculations in the table.

Last column of the table indicates monthly bill for a user of IoT services without pre-processing

or aggregating data on the edge. We conclude that for our three applications (and those with

comparable sensor collection frequencies) it would be infeasible to send all the data to the cloud and

perform all analysis there. Therefore, we conclude that it is necessary to offload the workload, at

least partially, to the edge.

3.3 The Split

In order to continue the discussion of edge-cloud split workloads, it is useful to introduce some

definitions. When we obtain the reading from each sensor, we call that component of the workload

sensor reading. As was noted earlier, in order to extract meaningful information from sensors’ data,

it is necessary to perform signal processing techniques on raw data coming out of the sensors. We call

that part of the workload individual sensor component. We define the split point as the point at

which the workload is split between edge and cloud. It is often desirable to perform deeper analysis

across sensors, for example, if a factory manager wants to know the average health of industrial

machines across their factory floor or across multiple factories, one would need to aggregate the data

from multiple sensors into a central location. We call the point in the computation where this is done

an aggregation point and processing of data aggregated across sensors aggregated processing.
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Figure 3.1: Scenarios for IoT Workloads.

Figure 3.1 illustrates definitions discussed above and demonstrates three possible scenarios for an

IoT application (we are assuming a simple case of three sensors):

Everything in the Cloud. In this scenario there is no processing at the edge and everything is

processed in the cloud. Edge component consists of reading sensor value and sending it to the cloud.

Cloud receives the raw sensor readings and processes each individual sensor component separately,

then aggregates the results and processes the rest of the workload.

Partially at the Edge. In this scenario part of the individual sensor component is placed on the

edge device, but since edge device can only process part of that workload, it is divided at the split

point. Everything up to the split point is processed at the edge and then the rest is sent to the cloud.

What happens at the cloud is similar to the Everything at the Cloud case except with less processing

on the cloud and potentially fewer network transmissions between the edge and the cloud.

Maximum at the Edge. In this scenario the entire individual sensor component is processed at

the edge and the result of it is then sent to the cloud, where results are aggregated and the rest of

the workload is processed. This is a special (and the most favourable) case of a Partially at the Edge

scenario.

When a developer implements an application that is supposed to run partially on a small

microcontroller on the edge and partially on the cloud, they come across the following challenges:

• Split point needs to be determined for each device and each application. Different devices have

different compute capabilities and different applications have different compute requirements, which

potentially implies different split points.

• Different user objectives dictate different split points. For example, if the user wants to reduce
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the pressure on the network infrastructure or available network is not very fast, they would likely

prefer to split the workload at a point that would result in the lowest transmission rate. On the

other hand, if it is desirable to relieve the pressure from cloud resources, one would want to put

the maximum number of operators on the edge.

• Split point is sensitive to changes in the application. For example, in Bearing Health Measurement,

we need to filter the raw signal coming from the sensor using filters designed for sensor data

collected at a certain frequency. If the collection frequency has been increased, it is not guaranteed

that current split point satisfies sensor frequency collection requirements anymore. If the user

processes sensor events between collection of said events, it is possible that the old split will not

process events fast enough to satisfy collection frequency, i.e. we will not be able to collect the

next sensor reading in time. This will violate strict collection frequency requirements in place for

signal processing filter and could result in violation of result correctness. On the other hand, if the

frequency has been reduced, more of the workload can now be placed on the edge, allowing for

more possible splits with potentially better satisfaction of user objectives.

• Determining where to split the workload and implementing the split is an error-prone process

with high engineering effort involved. As the input data makes its way through the application, it

mutates into different data types. This means that at different split points, the data type sent to

the cloud via communication component changes. For different split points we also have to change

the amount of work the edge and cloud components perform. When determining the split point,

the user will likely have to experiment with different split points, which means that they will have

to manually re-implement all three components every time they attempt to split the workload

at different points. These three components usually need to be written in at least two different

programming languages. Edge and communication components are normally written using either

C or C++ (because edge component is usually firmware for the small microcontroller which is not

able to run high level languages efficiently or at all), while cloud component is normally written

in a high-level programming language like Java, Python, or C#. If one needs to rebalance the

workload between edge and cloud or vice versa, one would have to convert part of the workload

written in low level programming language and write it in a high level programming language,

which needs to be performed manually. Having to write 3 different pieces of programming in

different programming languages requires high engineering effort with skills from different areas of

computer science.

3.4 How is it done now?

Naturally, there are implementations of ECG [64], EMG [39], and similar applications which are

implemented by performing part of the analysis at the edge (normally using a smartphone as the

edge device), with the rest of the workload (aggregation and analysis across sensors) on the cloud.

However, to our best knowledge these use cases (and similar ones with fast-collecting sensors) are

implemented manually on a case-by-case basis for specific devices. This normally requires the user to

write the part that will be executed on the edge (edge component), the part that will executed

on the cloud (cloud component), and the part that sends data from the edge to the cloud and

receives the data on the cloud (communication component) separately.
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Today, if one wants to implement an application with edge and cloud components, one faces

the challenges listed above and is forced to implement the split manually and to experiment with

different split points for different objectives, which is very high engineering effort.



Chapter 4

Key Observations and Ideas

Our approach to IoT application development is motivated by four key observations. This section

will describe those observations and outline key ideas behind our approach.

4.1 Key Observations

Observation 1: As we discussed before, determination of the split point of the application for

different micro-controllers and different applications is currently performed by hand, leading to high

engineering effort.

Key Idea 1: First observation drives our first key idea: edge-cloud split needs to be determined

automatically.

Observation 2: When we aggregate the results of each individual sensor component across

sensors for deeper analysis (i.e. past the aggregation point in Figure 3.1), the result of such aggregation

is a data stream where events have sensor IDs (for example, to be able to pin-point outliers during

deeper analysis). Such data stream is a natural workload for an SPE. We thus conclude that our

workload past the aggregation point is likely to be processed with an SPE, which allows to program

the desired application in a relatively high level interface and minimize programmer effort.

Observation 3: As was mentioned before, in order to extract usable information from raw sensor

data, raw data needs to be filtered and pre-processed. This filtering and preprocesing is the part of

the workload that can be moved to the micro-controller paired with the sensor because it is performed

on the raw data of each individual sensor. It is denoted by individual sensor component in Figure 3.1.

These individual sensor components consist of mathematical operations on the raw sensor signal. We

observe that these individual sensor components can also be naturally implemented using an SPE.

Observation 4: Due to their nature, SPEs allow us to delineate workloads into clear steps. We

observe that we can treat each SPE operator as a possible split point.

Key Idea 2: Observations 2, 3, and 4 drive our second key idea: for our class of applications

(ones that are split between the edge and the cloud), we can express the individual sensor signal

processing pipeline and the cross-sensor aggregation in a single streaming query, which will allow us

to identify possible split points.

13
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4.2 FlexIoT Overview

Based on the above ideas, we propose FlexIoT, a new approach which simplifies the development

of IoT applications that have to be split between the edge and the cloud. FlexIoT allows the user

to write their workload as a single streaming query using our lightweight SPE. User writes the

streaming query as if there is no edge component and indicates the edge device they intend to use.1

Since the query is written as a sequence of operators, this allows us to delineate different stages of

computation and identify possible split points for the edge component. FlexIoT parses the query,

identifies individual sensor component using a special operator, and automatically determines the

split point given user objectives. After the split point has been identified, the edge, the cloud, and

the communication components are generated.

Our high-level intermediate representation allows the user to avoid writing separate edge, cloud,

and network components. Having the workload represented as a streaming query allows to automati-

cally determine possible split points. Generating C++ Arduino Sketch provides an extra level of

manipulation of edge, cloud, and network components when determining possible split points and

testing for strict latency requirements. This makes it possible to split the workload automatically

and with minimal programmer effort.

FlexIoT compiles and tests edge components according to one of two user-indicated objectives:

• Maximize Edge Compute. For this objective, FlexIoT attempts to put as many operators on

the edge device as possible.

• Minimize Network Transmissions. For this objective, FlexIoT attempts to split the query in

such a way as to minimize the number of edge-cloud transmission per second.

We have identified these two objectives because they correspond to two major components of

operating costs for a potential provider of IoT services: cloud compute costs and communication

costs. Maximizing edge compute will minimize cloud compute, which will minimize the bill from

using cloud server machines. Minimizing network transmissions will minimize the bill associated with

delivering data to the cloud and metadata overhead associated with transmissions.

1We currently support Arduino framework compatible devices.
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Implementation

FlexIoT consists of 2 major components. Stream Processing Engine and Compiler. Compiler is

written in Python programming language [94], while the SPE is written in C++ [31]. We have

implemented our own SPE because to our best knowledge, there is no SPE designed for Arduino-scale

microcontrollers. These microcontrollers are very constrained in terms of memory and compute

power, so the SPE has to be very lightweight and written with these constraints in mind. Compiler

allows us to automatically generate the edge, the cloud, and the communication components, and

test against user-defined latency requirements.

5.1 Streaming Engine

We have implemented a lightweight and highly customizable streaming engine. Each operator is

written as a C++ Object with a constructor and 4 functions: reset, connect, receive, and end. This

format for operators was inspired by StreamQL [73] SPE. Reset function resets the variables required

for operator functionality. Connect is responsible for connecting current operator with the next

operator. Receive receives an event from previous operator, processes said event and calls receive

function of the next operator. End function receives end of stream marker from previous operator,

processes it, and calls end function of the next operator. Operators are chained together using Pipe

operators, which are generated automatically for each required size during code generation phase.

This simple and lightweight SPE allows us to break the computation into clear steps using

its operators while introducing only negligible (as we will demonstrate in Section 7) increase in

latency. We also avoid dynamic memory allocation as much as possible in our provided operators

to optimize for performance. Only operators that are intended for use on the cloud use dynamic

memory allocation. All operators are templated and require the user to indicate the input and output

types of the operator, which is a common practice in SPEs [73, 82]. If the output of the operator is

an array, FlexIoT requires that users indicate the size of the array in template arguments, which is

necessary for communication component.

15
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Scatter {Individual Sensor Component}

Timestamp assignment

Join

Aggregated Processing Operators

Figure 5.1: Structure of the input Query.

5.2 Inputs

FlexIoT accepts as inputs the following:

• Query. Query description using our SPE.

• Custom Sources file. File with any custom constructs that are used in the query.

• Network file. File with network information that will be used in network component creation.

• Default Arduino sketch. File where user shows how to obtain a sensor event from the sensor.

The overall structure of the input query is shown in Figure 5.1. The first operator of the query is

a special Scatter operator. Its subquery (denoted by curly braces) is the individual sensor component,

which is the subquery whose operators FlexIoT will try to offload to the edge device. The output of

Scatter is the Id-Value struct that is created automatically and is the data type that cloud component

is supposed to receive from the edge component. Depending on where the split point is, Scatter

operator automatically adjusts the Id-Value struct to accomodate the last operator of the edge

component. Following is the timestamp assignment to the Id-Value struct and following that the

streams are Joined and processed in Aggregated Processing component.

5.3 Parsing and Edge Component Generation.

FlexIoT parses the input query’s operators into Python objects and identifies operators that can

be offloaded to the edge using Scatter operator. FlexIoT then isolates the subquery of the Scatter

operator and determines all possible split points. After identifying all split points, FlexIoT generates

C++ source code for all possible edge components by incrementing the number of operators on the

edge by one. Each edge component has communication component in the form of TCP\IP client

code, which will communicate with TCP\IP server code of cloud component. Arduino programs are

commonly called “sketches”. Thus, FlexIoT generates a number of sketches, each corresponding to a

possible split point.

5.3.1 Satisfying Memory Constraints

FlexIoT compiles each sketch using Arduino CLI toolchain [18], which allows us to determine the

memory usage of the sketch. We capture this output and determine if the sketch will fit on the device.
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Memory capacity can be tested without a device physically present, user just needs to indicate the

device name.

5.3.2 Satisfying Latency Requirements

Before testing edge components with operators FlexIoT tests user-provided default Arduino sketch.

In some cases (when the sensor or the device is not configured properly), collection of a sensor reading

alone can take longer than the allowed latency. In this case, FlexIoT displays a warning, suggesting

to the user to configure the sensor or the device (or both) appropriately.

In order to test latency of possible edge components, the developer has to have the microcontroller

physically present and plugged into their development machine. If device has enough memory to run

the sketch, we then upload the sketch on the device and test whether it satisfies latency requirements

dictated by user-indicated sensor collection frequency. Individual sensor components are designed for

certain sensor collection frequency and expect the sensor to collect readings at that frequency. If we

violate that collection frequency, we risk obtaining incorrect results. When we ingress sensor readings

into the SPE for processing, it takes time to process the reading. If the time to process the reading

with N operators (suppose that we are testing whether N operators can be placed on the edge) takes

longer than the interval defined by collection frequency (for example, in ECG application, the sensor

collection frequency is 1 KHz, which means that interval is 1000 microseconds), this means that we

can not put N operators on the edge.

5.4 Split Objective

When using FlexIoT the programmer indicates one of two objectives: maximize sensor compute

where we try to put as many operators on the edge as possible, therefore maximizing the portion of

workload that is processed at the edge, and minimize network transmissions, where we try to

reduce the number of edge-cloud messages. In the former case, FlexIoT will try to increment the

number of operators on the edge one by one until it either runs out of operators and we end up in

the ”Maximum Edge” case when the entire individual sensor component fits on the edge, or we end

up in the ”Partial Edge” case when some, but not all operators from individual sensor component

fit on the edge device. In the latter case, FlexIoT detects all operators that output arrays and test

edge-cloud splits where these operators are the last operators of the edge component. The logic

behind this heuristic is that if the output is an array, it is likely that multiple values were aggregated

into the array, and since multiple values were aggregated, the frequency of transmissions between

edge and cloud will be reduced. After identifying all such operators, FlexIoT tests splits ending in

these operators and records frequency of edge-cloud transmissions (messages per second). The split

that satisfies memory and latency requirements with least frequent transmissions is then selected

as the edge component. If no such splits are detected or eligible, FlexIoT defaults to maximize

sensor compute objective. Although there can be other, more complicated, split objectives, we

have identified these two as the typical objectives, since they correspond to two major parts of the

cost of operating a fleet of IoT devices.
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5.5 Cloud

Once edge component has been generated, FlexIoT generates C++ sources for cloud component.

Recall from Figure 3.1 that we have two possibilities for edge component: Partial edge and Maximum

edge. In the latter case, the entire individual sensor component fits onto the edge device. In this case,

we do not need to generate Scatter operator on the cloud and we generate all of user’s operators after

Scatter into a C++ source code file. In Partial Edge case FlexIoT has to generate Scatter operator

on the cloud because we need to process part of individual sensor component on the cloud. However,

it is important to note that output type of last edge operator and the first operator of cloud portion

of individual sensor component have to match. In order to account for that, during cloud component

generation, FlexIoT automatically changes the input data type of Scatter operator to match what is

being sent from the edge. After generating all query operators, FlexIoT generates TCP \IP server

code to receive messages from edge devices. All operators after Scatter are generated on the cloud.
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Methodology

6.1 Data

We used real data that was collected using appropriate sensor for the application. Data from the

sensors was in the IEEE FP32 form [55]. ECG sensor data was collected at 1000 Hz from real

human subjects. EMG data was collected at 500 Hz also from real human subjects. For Bearing

Health data, we have experimented with two frequencies: 3000 Hz and 6000 Hz [3] because these are

common frequencies for analysis of vibration of rotating machinery. Bearing data was collected from

an accelerometer that is embedded on the same board as the micro-controller we used.

6.2 Baselines

We compare FlexIoT implementation of our three use cases against manual implementation2 of the

use cases to find out how much performance is lost due to Stream Processing implementation of the

workload. We compare SPE implementation against manual implementation of the workloads on a

micro-controller by timing the processing time of each sensor event.

6.3 Metrics

When comparing manual vs. SPE implementations of our workloads on a micro-controller, we use

event processing latency as a metric. Latency reported is the average of at least 4000 trials. For

cloud scalability experiments we use throughput (which we define as the number of sensors a single

cloud instance can service), network transmissions per second that edge component sends to the

cloud, and monthly projected costs (is USDs) for cloud services with AWS [11]. For estimates of

engineering effort we used the lines of code and the engineering time estimation as the most realistic

metrics we can measure.

2To our best knowledge, there is no other system for IoT application development that is similar to FlexIoT against
which we could compare. For detailed discussion of related work, please see Section 8.
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Figure 6.1: ECG Sensor AD8232 connected to Arduino Nano 33 IoT.

Figure 6.2: EMG Sensor AT-04-001 connected to Arduino Nano 33 IoT.

6.4 Hardware

For all experiments, we used AMD Ryzen 9 3900X [15] machine running at 3.8 GHz with 32 GB

RAM, and running Ubuntu 20.04. For the microcontroller, we used Arduino Nano 33 IoT [23] with

SAMD21 Cortex®-M0+ [25] 32-bit low power ARM MCU and 32 KB of RAM. For ECG sensor, we

used Sparkfun AD8232 Heart Rate Monitor Sensor [101] attached to the micro-controller. Figure 6.1

shows the setup of ECG sensor. Electrodes were then connected to a human subject from who data

was obtained and analyzed. For EMG we used Myoware Muscle Sensor (AT-04-001) [85]. Figure 6.2

shows EMG sensor set up and connected to Arduino. For Bearing Health application, we used

LSM6DS3 [74] accelerometer that is embedded with Arduino Nano 33 IoT board. When conducting

experiments on the cloud, we have linearly scaled our AMD [4] development machine to simulate

AWS m6i [12] instance, a machine with 64 physical cores. When we ran throughput experiments,

we recorded throughput on a single core of our local development machine and scaled linearly to 64

physical cores to estimate throughput on a cloud server machine. Thus our throughput experiments

estimate the throughput in favour of cloud service since in practice performance scaling is not linear.
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Evaluation

In this section, we present the signal processing pipelines of our selected applications, perform

evaluation of FlexIoT against manual implementation, perform a sensitivity study of how much a

user would be able to save from offloading parts of our selected workloads to the edge, and finally

evaluate how much engineering effort can be saved from using FlexIoT.

(a) ECG signal processing pipeline.

(b) EMG signal processing pipeline.

(c) Bearing Health processing pipeline.

Figure 7.1: Signal processing pipelines for three selected applications.

7.1 Applications

Figure 7.1 shows signal processing pipelines of our selected applications.

1. ECG: Operations in Figure 7.1 filter raw ECG signal coming from lead wires and ultimately

transform it into integers, which represent RR-intervals, which are intervals between consecutive

heart beats. The algorithm used is Pan-Tompkins algorithm [90]. We sampled the ECG sensor

at 1000 Hz.

21



CHAPTER 7. EVALUATION 22

2. EMG: Operations in Figure 7.1 filter, rectify, and perform Fast Fourier Transform on the signal

to transform the signal into frequency domain, followed by extraction of statistical measures of

signal frequencies. As the last step, statistical measures are compared against thresholds, which

identifies if there is a possible muscle disorder [46]. We sampled the EMG sensor at 500 Hz.

3. BHM: Operations in Figure 7.1 filter the accelerometer signal, after which partial sums are

extracted, followed by calculation of statistical measures using those partial sums, which is

followed by using the statistical measures to classify the bearing with various types and degrees

of fault using a decision tree [111] [30]. In our experiments we used 2 frequencies: 3000 Hz

and 6000 Hz [3] because these are common frequencies for analysis of vibration of rotating

machinery.

For all three applications, the operations depicted in Figure 7.1 are mathematical operations of a

single input event or a window of input events. For example, RMS filter in the Figure 7.1b collects

80 events and calculates their Root Mean Square [96] and passes the result to the next operator.

After each individual sensor component is computed, we assign timestamps, join the streams, and

for aggregated processing component, we compute the average and the maximum of the values. We

provide an example of implementation of a large part of ECG signal processing pipeline using our

SPE in Appendix A.

7.2 Evaluation

We evaluate FlexIoT with the following questions in mind:

1. How much engineering effort can be avoided when using FlexIoT compared to manual imple-

mentation?

2. How much performance overhead does we incur by moving from manual to SPE implementation

of the edge component and does it affect the split point?

3. How much can a programmer save by offloading computation to the edge for our selected

applications?

7.3 Reducing Engineering Effort

We want to evaluate how much engineering effort and time is saved when using FlexIoT over the

manual implementation. We have implemented our three use cases manually and directly compared

the lines of code used for FlexIoT implementation against manual implementation. Table 7.1

demonstrates the results.

From the above table we can conclude that we can reduce the number of lines of code by

approximately 30%. The difference in the number of lines comes from the fact that different

applications have different number of custom operators. Applications that have larger number of

custom operators will normally have less savings in terms of lines of code since the user has to

implement the custom operator. For example, ECG has proportionally the largest number of custom

operators and BHM has the least, which is reflected in more savings for BHM.
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Application Manual FlexIoT % Decrease

ECG 397 299 25

EMG 277 187 32

BHM 258 150 40

Table 7.1: Lines of code saved by using FlexIoT.

Time is another important metric in evaluation of engineering effort required to implement an

application. We argue that FlexIoT allows the user to save a significant amount of time. When the

user tries to determine an appropriate edge-cloud split for their application, they have to implement

the edge, the cloud, and the communication components. If user wants to test a different split, they

have to re-implement parts of the edge, the cloud, and the communication components for each

attempt. Moreover, for each split the developer has to perform testing and verify that the current

split satisfies sensor latency requirements. All this engineering work is avoided if one uses FlexIoT,

which will find the split automatically, verify that the split satisfies sensor latency requirements, and

produce edge, cloud, and communication components.

7.4 SPE vs. Manual

We want to evaluate how much performance is lost when we express the workload as a streaming

query. As we mentioned in Section 2, Stream Processing Engines are convenient, because they

implement important functions (such as windowing, summing, averaging), but they do so with some

performance overhead. For example, splitting a stream into separate substreams has to normally be

done by a special operator that casts the events of the incoming stream to each of its substreams.

Manual implementation of this concept would be trivial. Thus, we need to evaluate how much

performance is lost on the edge component if we implement it as a streaming query as opposed

to manual implementation. We manually implement our three selected applications and split the

manual version at the same split points as the SPE version.

Figure 7.2 shows the slowdown in % of edge component for each split point. Average and

maximum slowdowns we incur for ECG is 2.45% and 3.70% respectively. For EMG, the average

and maximum latency increases are 0.3625% and 1.55% respectively. Finally, for BHM the average

and maximum latency increases are 4.756% and 7.45%. Higher latency increase for BHM can be

explained by the fact that SubExpr in SPE implementation contains several Parallel subqueries

and aggregations that require more involved data manipulation, which require more operators. It

is important to note that at no point did the latency increase affect the split decision, meaning that

there is no split point at which the latency increase was such that the manual version could execute

on the micro-controller and the SPE version could not. We conclude that it is possible to implement

signal processing pipelines using SPEs with minimal increase in latency for the edge component.

7.5 Cost Saving Sensitivity Study

In this section, we evaluate the cost aspect when offloading the operators from the cloud to the edge.

For this experiment, we estimated an upper bound on the throughput of the cloud node (AWS
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Figure 7.2: Edge component latency increase for every possible split for manual vs. SPE implemen-
tation.

m6i [12]), i.e. how many sensor devices a cloud node can service for each split point. The price for

this instance is 3263$ per month in a reserved role [14](Accessed Aug 19, 2022). In order to define

what we mean by cloud servicing the applications, we need to define the failure criteria for each

application. For ECG, we require that cloud processes a minute of ECG samples in a minute of time.

Otherwise, the cloud will fail to process the incoming events in a live fashion and will accumulate the

lag over time. For EMG, we require that individual sensor component produces output every 200

ms because we set up our EMG query to detect frequency content change over the window of 200 ms.

For BHM, we require the query to output bearing health measurement every 1 second. BHM is a

predictive manintenance application which happens in a factory where bearings are used in rotating

elements and it is desirable to get the estimated bearing health in a live manner so as to stop the

rotating element with unhealthy bearing before the mechanical problem spills to other parts of the

machine.

In order to estimate costs of operating large number of sensors we estimate fleet sizes (number

of sensors that cloud provider services) for each application. When available, we base our fleet size

estimates on existing providers. AliveKor [64] claims to have sold over 1 million units [9]. We take

half of that - 500K as the fleet size for ECG. EMG is a use case that is not as prevalent as ECG, so

we take half of the fleet size of ECG - 250K units. In order to estimate BHM fleet size, we note that

there were 373K robots installed in factories worldwide in 2019 and the total number of robots in

operation worldwide is 2.7 million [56]. With these numbers in mind, we take 200K as the fleet size

of robots. Supposing that each robot has 5 important bearings that need to be monitired, we arrive

at 1 million accelerometer sensors that need to be serviced by the cloud.
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With these failure criteria and fleet sizes we evaluated cloud costs from two perspectives - from

perspective of compute and network. Figure 7.3 shows estimated compute costs analysis for each

application for each split. The estimates were obtained by estimating the throughput (in terms of

number of queries that can be serviced) of a single cloud server node (AWS m6i) for each possible

split and comparing to the total fleet size, thus obtaining the number of cloud nodes required to

service the entire fleet, which is multiplied by the cost to rent the cloud node. Figure 7.4 shows

estimated network costs analysis for each application for each split. The estimates were obtained

by recording the number of messages edge component sends to the cloud for each split, followed by

scaling by the fleet size and multiplying by the cost to receive message on AWS IoT Core [13]. Notice

that we have used the cheapest pricing option of MQTT and HTTP messaging. The main takeaway

from these figures is that for our class of applications offloading computation to the edge allows a

provider of IoT services to cut compute costs by as much as 5X and network costs by as much as

1000X. Moreover, without offloading computation to the edge, network costs make deploying such

applications prohibitively expensive.
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(a) ECG signal processing pipeline.
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(b) EMG signal processing pipeline.
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(c) Bearing Health processing pipeline.

Figure 7.3: Monthly Prices to Service Fleets for each split.
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(a) ECG signal processing pipeline.
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(b) EMG signal processing pipeline.
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Figure 7.4: Monthly Prices to Service Fleets for each split.
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Related Work

Adaptive computation offloading is becoming increasingly popular in recent years because of the

development of IoT and edge computing. The main distinction that can be made between these

works is how they find what to offload. Some assume a set of tasks that are ready to be offloaded,

while others partition user input automatically or semi-automatically.

TinyLink 2.0 [49] aims to make IoT application development easier by using IFTTT [57] program-

ming model combined with their Domain Specific Language (DSL) to enable users to write different

components of IoT applications in a single programming language. Framework itself can shift sections

of code from cloud to edge device automatically. TinyLink 2.0 targets simpler event-driven IoT

applications that require micro-controllers paired with sensors to perform actions (such as turning on

LEDs and performing mechanical actions depending on user input) in domains such as edication,

maker and startup.

EdgeProg [71] is an edge-centric approach to IoT application development which also uses IFTTT

programing model and targets micro-controllers and applications similar to TinyLink 2.0. Unlike

TinyLink 2.0 however, EdgeProg allows users to declare more sophisticated data processing pipelines

using ”stages”, which EdgeProg automatically splits between edge and cloud. EdgeProg seeks to

offload heavy stages from edge to cloud. Latency of these stages is estimated for different devices using

simulators. Estimated stage runtimes and network speed are input into Integer Linear Program [58]

whose goal is to determine the placement of stages on devices to minimize total application latency.

We are fundamentally different from both TinyLink 2.0 and EdgeProg in that our system is

cloud-centric and we target different types of applications - ones where deep analysis is performed on

results of multiple sensors of the same type. As such, these frameworks are not built to assign sensor

IDs to output of each sensor or aggregate results from multiple sensors, which is key to applications

that we target. Most importantly, both TinyLink 2.0 and EdgeProg do not test that edge component

of the resulting split satisfies sensor collection intervals, which is critical to obtaining correct results

for our targeted applications. Note that EdgeProg’s optimization objective of minimizing total

application latency does not guarantee that stages offloaded to the edge will respect sensor collection

intervals.

WiProg is another work from the authors of TinyLink 2.0 and EdgeProg that targets micro-

controllers and solves the problem of heterogeneous application development by compiling all

components of IoT application to WebAssembly intermediate language but it requires user annotations
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and incurs overhead in terms of memory and latency because it requires WebAssembly interpreter to

be deployed on the micro-controller.

There is a set of works in the domain adaptive computation offloading that determine which

part of the workload to offload based on user annotations. MAUI [37], Cuckoo [65], ThinkAir [67]

target mobile platforms for offloading heavy computation from edge to cloud and do so by requiring

user annotations. CloneCloud [35] stands out among works that target mobile platforms in that it

determines the partition automatically, but that is achieved at the cost of generality as the framework

only applies to Android applications.

Sidewinder [72] targets very similar applications to our work, but on mobile platforms. Authors

advocate for partitioning of the workload into two parts - one part that will run continuously on a

small micro-controller and another part that runs on a more powerful main CPU when user-defined

conditions are met. The workload is partitioned in order to allow the mobile device to perform

continuous analysis of raw sensor information without having to continuously use the main CPU and

thus allow the mobile device to save energy and stay ”asleep”. We are different from Sidewinder in

that we are are proposing to split the workload between edge micro-controller and a cloud server

instead of the micro-controller and main CPU and we propose to perform the split automatically.

There is a large group of works [112, 113, 28, 61, 33, 47, 66, 42] that target Deep Neural Network

applications by splitting based on layers of the Neural Network, which can be done automatically.



Chapter 9

Discussion

9.1 Limitations

The work presented in this manuscript is aimed at IoT use cases that involve fast-collecting sensors

with signal processing pipelines. When deploying IoT applications similar to ones discussed in this

work, there are three major limiting factors when it comes to IoT architecture:

• Network costs. If the raw data is sent to the cloud, the cost for data ingress into a cloud computing

environment will rise with sensor collection frequency. On the other hand, with slower sensor

collection frequency, the network costs will be reduced. For example, if the sensor collection

frequency is 10 Hz, the monthly network costs to service each sensor come out to roughly $500 on

AWS IoT Core[13], which is expensive, but feasible. Thus, for applications with slow collecting

sensors, the benefits of our approach will be diminished.

• Network bandwidth. With faster sensor collection frequency the bandwidth pressure on each edge

node is increased. Naturally, if the application employs slower collecting sensor, the bandwidth

pressure is reduced and it again becomes more feasible to send data to the cloud. Like in the

previous case, the benefits of our approach will be diminished with slower collecting sensors.

• Compute costs. Offloading computation to the edge is also beneficial because it relieves compute

pressure from the cloud infrastructure. If the application in question does not require pre-processing

and aggregation of the raw sensor data, it becomes feasible to send data directly to the cloud and

perform cross-sensor aggregation and cross-sensor processing there. In this case there will also be

no individual sensor component or it will be so insignificant that it will be feasible to send the

data directly to the cloud and process everything there. In this case splitting the workload will not

be required and the benefits of our approach will be reduced.

9.2 Future Work

This work explored the case of two layers in the edge-cloud hierarchy (namely edge and cloud). There

is prior work that explores the possibility of introducing intermediate layers into the hierarchy [83,

78, 38, 68, 103]. These works propose to include devices in between the edge and the cloud to further

partition the computation. Such intermediate devices could include mobile devices, network devices
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and mini data-centers, among others. In future work we plan to extend our approach to include more

than two layers of the hierarchy. We claim that our approach naturally extends to more than two

layers in the edge-cloud hierarchy by recursively splitting the remaining workload among remaining

devices. Suppose we have three devices (A, B, and C) with A being edge device, C being cloud

device and B being intermediate device. Suppose we have determined the part of the total workload

that can be placed on the edge device (A). We can then take the remainder of the workload and

two remaining devices (B and C) and treat device B as the new edge device. At this point we have

reduced the problem with three devices to the original problem with two devices.



Chapter 10

Conclusion

This work presents FlexIoT, a new and efficient system that gives developers an integrated way of

writing IoT applications that employ fast-collecting sensors and require raw data pre-processing and

aggregation at the edge. FlexIoT achieves this by representing the edge-cloud split workload as a

single streaming query that organically includes both edge and cloud components and makes use of a

Stream Processing Engine to automatically determine the part of the workload that should execute

on the edge. This allows FlexIoT to automatically develop the edge-cloud partition and generate

both edge and cloud components. We conduct a study and determine the challenges that arise while

developing edge-cloud split applications. We implement three representative applications and evaluate

FlexIoT with real human collected data. Our evaluation of our three representative workloads shows

that FlexIoT allows the programmer to significantly reduce the amount of code that has to be written

as well as save time when determining the edge-cloud split appropriate for the application being

developed. All of this is achieved at a minimal increase in latency for the edge component. We also

conduct a sensitivity study of our three representative workloads and demonstrate how much money

can be saved by pre-processing on the edge for each edge-cloud split point. We conclude that FlexIoT

is an efficient framework for development of challenging IoT applications that allows the developer to

avoid a significant amount of engineering effort.
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Appendix A

Example of Source Code

In this Appendix we present an example of source code for several steps of ECG application’s signal

processing pipeline so that reader has an idea of how they are implemented using our SPE.

First the programmer would write a file containing implementations of all custom containers,

operators, and functors they intend to use in their query. An example of source code of such file for

part of ECG application:

/*** Sizes of windows for operators. ***/

#define PT_BUFFER_SIZE 1400

#define INT_WIN_SIZE 100

/*** Structs used as containers for different states. ***/

struct FD

{

float fil;

float der;

};

struct FDI

{

float fil;

float der;

float integ;

};

struct FSIP

{

float fil;

float sq;

float integ;

int peak;

};

/*** Base class for all operator and receiver classes. */

template <typename IN> class Receiver

{

public:

Receiver () = default;

virtual void receive(IN item) = 0;

virtual void end() = 0;

};

/*** Base class for all operators. ***/

template <typename IN, typename OUT > class Op : public Receiver <IN>

{

40
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public:

virtual void connect(Receiver <OUT > *out_operator) = 0;

virtual void reset() = 0;

void receive(IN item) override = 0;

void end() override = 0;

};

/***

* Operator that detects all peaks in the data.

*/

template <typename IN, typename OUT > class Peaks : public Op<FDI , FSIP >

{

public:

Receiver <FSIP > *out_op {};

int last_value_index {};

float last_value {};

int top_plateau_start {};

unsigned int rising {};

Peaks() = default;

void connect(Receiver <FSIP > *o) override

{

out_op = o;

}

void reset() override

{

last_value = 1000000000.0;

last_value_index = -1;

top_plateau_start = 0;

rising = 0;

}

void receive(FDI item)

{

float cur_value = item.integ;

int peak_index = -1;

if (last_value < cur_value)

{

rising = 1;

top_plateau_start = last_value_index;

}

else if (last_value > cur_value)

{

if (rising != 0)

{

// we have detected a peak because we were rising , and now we are descending.

// last value index marks the end of the plateau

if (last_value_index == top_plateau_start)

{

// if our peak consists of a single point:

peak_index = last_value_index;

}

else

{

// if our peak has a top plateau

peak_index = (last_value_index + top_plateau_start) / 2;

}

// since we have descended after previous rise , we are no longer rising

rising = 0;

}

}

FSIP to_pass = {item.fil , item.der , item.integ , peak_index };
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out_op ->receive(to_pass);

last_value_index ++;

last_value = cur_value;

}

void end()

{

out_op ->end();

}

};

/***

* Operator that performs the last stage of Pan -Tompkins algorithm (peak detection , verification and

back search).

*/

template <typename IN, typename OUT , unsigned int buf_size > class PT_Peaks : public Op<FSIP , int >

{

public:

FSIP buffer[buf_size ];

// int buf_size;

int ind{};

int Fs{};

int rr1[8] = {0, 0, 0, 0, 0, 0, 0, 0};

int rr2[8] = {0, 0, 0, 0, 0, 0, 0, 0};

double rrAvg1{}, rrAvg2{}, rrLow{}, rrHigh{}, rrMiss {};

int lastQRS {};

double currentSlope {};

double lastSlope {};

double peakI{}, peakF{}, thresholdI1 {}, thresholdI2 {}, thresholdF1 {}, thresholdF2 {}, spkI{}, spkF{},

npkI{}, npkF {};

bool qrs{};

bool regular {};

bool prevRegular {};

Receiver <int > *out_op {};

PT_Peaks () = default;

void connect(Receiver <int > *o) override

{

out_op = o;

}

void reset() override

{

Fs = 1000;

for (int fill_ind = 0; fill_ind < 8; fill_ind ++)

{

rr1[fill_ind] = 0;

rr2[fill_ind] = 0;

}

rrAvg1 = 0, rrAvg2 = 0, rrLow = 0, rrHigh = 0, rrMiss = 0;

lastQRS = 0;

currentSlope = 0;

lastSlope = 0;

peakI = 0, peakF = 0, thresholdI1 = 0, thresholdI2 = 0, thresholdF1 = -100000000 , thresholdF2 =

-10000000 , spkI = 0,

spkF = 0, npkI = 0, npkF = 0;

regular = true;

ind = 0;

}

void receive(FSIP item) override

{
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// advance elements in a buffer.

buffer[ind] = item;

ind = (ind + 1) % buf_size;

// if the arriving event has a non -1 peak , it is a peak candidate.

if (item.peak != -1)

{

int mark = item.peak;

qrs = false;

// If the current signal is above one of the thresholds (integral or filtered), it is a peak

candidate.

if (buffer [(mark + buf_size) % buf_size ].integ > thresholdI1 ||

buffer [(mark + buf_size) % buf_size ].fil > thresholdF1)

{

peakI = buffer [(mark + buf_size) % buf_size ].integ;

peakF = buffer [(mark + buf_size) % buf_size ].fil;

}

// If both the integral and the signal are above their thresholds , they’re probably signal peaks.

if (( buffer [(mark + buf_size) % buf_size ].integ >= thresholdI1) &&

(buffer [(mark + buf_size) % buf_size ].fil >= thresholdF1))

{

// There’s a 200ms latency condition. If the new peak respects the 200 ms latency condition , we

continue

if (mark > lastQRS + Fs / 5)

{

// If it respects the 200ms latency , but it doesn’t respect the 360ms latency , we check the

slope.

if (mark < lastQRS + (int)(0.36 * Fs))

{

currentSlope = 0;

for (int j = mark - 30; j <= mark; j++)

{

if (buffer [(j + buf_size) % buf_size ].sq > currentSlope)

{

currentSlope = buffer [(j + buf_size) % buf_size ].sq;

}

}

if (currentSlope < 0.5 * lastSlope) { qrs = false; } else { qrs = true; }

} else { qrs = true; }

}

}

// Updating Averages

// If a R-peak was detected , the RR-averages must be updated.

if (qrs)

{

// If it was above both thresholds and respects both latency periods , it certainly is a R peak.

currentSlope = 0;

// this for loop will look back to try get maximal slope for this QRS complex in order to

update the next one

for (int j = mark - 30; j <= mark; j++)

{

if (buffer [(j + buf_size) % buf_size ].sq > currentSlope)

{

currentSlope = buffer [(j + buf_size) % buf_size ].sq;

}

}

// this seems to be a real peak -> update thresholds.

spkI = 0.125 * peakI + 0.875 * spkI;

thresholdI1 = npkI + 0.25 * (spkI - npkI);

thresholdI2 = 0.5 * thresholdI1;

spkF = 0.125 * peakF + 0.875 + spkF;

thresholdF1 = npkF + 0.25 * (spkF - npkF);

thresholdF2 = 0.5 * thresholdF1;

// update slope and set qrs to true

lastSlope = currentSlope;
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// peak detected -> output it

out_op ->receive(mark);

// Add the newest RR-interval to the buffer and get the new average.

rrAvg1 = 0;

for (int i = 0; i < 7; i++)

{

rr1[i] = rr1[i + 1];

rrAvg1 += rr1[i];

}

// calculate the newest RR interval , update last QRS tracker and update average

rr1[7] = mark - lastQRS;

lastQRS = mark;

rrAvg1 += rr1 [7];

rrAvg1 *= 0.125;

// If the newly -discovered RR-average is normal , add it to the "normal" buffer and get the new

"normal" average.

bool rrCheck = true;

for (int k = 0; k < 8; k++) { if (rr1[k] < rrLow && rr1[k] > rrHigh) { rrCheck = false; } }

// at this point we know if the beat is regular or not.

if (rrCheck)

{

// set new regular beat average and update the limits:

for (int k = 0; k < 8; k++) { rr2[k] = rr1[k]; }

rrAvg2 = rrAvg1;

rrLow = 0.92 * rrAvg2;

rrHigh = 1.16 * rrAvg2;

rrMiss = 1.66 * rrAvg2;

} else {

thresholdI1 /= 2;

thresholdF1 /= 2;

}

}

else

{

// Back Search If no R-peak was detected for too long , use the lighter thresholds and do a back

search.

if ((mark - lastQRS > rrMiss) && (mark > lastQRS + Fs / 5))

{

int peak_candidate = 0;

int i;

for (i = lastQRS + Fs / 5; i < mark; i++)

{

// searching back through all points and finding maximum that is between first and second

sets of thresholds

// this highest peak (in integrated waveform) is the peak candidate

if (( buffer [(i + buf_size) % buf_size ].integ > thresholdI2) &&

(buffer [(i + buf_size) % buf_size ].fil > thresholdF2))

{

if (peak_candidate == 0) { peak_candidate = i; }

if (buffer [(i + buf_size) % buf_size ].integ > buffer [( peak_candidate + buf_size) %

buf_size ].integ)

{

peak_candidate = i;

}

}

}

// if we haven’t found a peak candidate , we keep looking

if (peak_candidate != 0)

{

currentSlope = 0;

i = peak_candidate;

for (int j = i - 30; j <= i; j++)

{

if (buffer [(j + buf_size) % buf_size ].sq > currentSlope)
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{

currentSlope = buffer [(j + buf_size) % buf_size ].sq;

}

}

if (( currentSlope < (lastSlope / 2)) && i < lastQRS + 0.36 * Fs) { } else {

// new potential qrs was found

peakI = buffer [(i + buf_size) % buf_size ].integ;

peakF = buffer [(i + buf_size) % buf_size ].fil;

spkI = 0.25 * peakI + 0.75 * spkI;

spkF = 0.25 * peakF + 0.75 * spkF;

thresholdI1 = npkI + 0.25 * (spkI - npkI);

thresholdI2 = 0.5 * thresholdI1;

lastSlope = currentSlope;

thresholdF1 = npkF + 0.25 * (spkF - npkF);

thresholdF2 = 0.5 * thresholdF1;

// If a signal peak was detected on the back search , the RR attributes must be updated.

rrAvg1 = 0;

for (int j = 0; j < 7; j++)

{

rr1[j] = rr1[j + 1];

rrAvg1 += rr1[j];

}

rr1[7] = i - lastQRS;

// peak detected -> output it

out_op ->receive(i);

lastQRS = i;

rrAvg1 += rr1 [7];

rrAvg1 *= 0.125;

// RR Average 2

if ((rr1[7] >= rrLow) && (rr1[7] <= rrHigh))

{

rrAvg2 = 0;

for (int k = 0; k < 7; k++)

{

rr2[k] = rr2[k + 1];

rrAvg2 += rr2[k];

}

rr2[7] = rr1 [7];

rrAvg2 += rr2 [7];

rrAvg2 *= 0.125;

rrLow = 0.92 * rrAvg2;

rrHigh = 1.16 * rrAvg2;

rrMiss = 1.66 * rrAvg2;

}

prevRegular = regular;

if (rrAvg1 == rrAvg2) { regular = true;

} else {

regular = false;

if (prevRegular)

{

thresholdI1 /= 2;

thresholdF1 /= 2;

}

}

}

}

}

}

}

}

void end()
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{

out_op ->end();

}

};

/*** Functors used in operators. ***/

// linear difference function used in low and high passes

float lin_diff_eq(int size , float *coeffs , float *x, float *y, int ind)

{

float value = coeffs [0] * x[ind];

for (int i = 1; i < size; i++)

{

value += coeffs[i] * x[(ind - i + size) % size] + coeffs[i + size - 1] * y[(ind - i + size) % size

];

}

return value / coeffs [(size * 2) - 1];

}

// functor for low pass filter

struct low_filter_functor

{

public:

float operator ()(int size , float *x, float *y, int ind) const

{

// low pass at 300 Hz

float coeff [10] = {1, 4, 6, 4, 1, -4.678, -4.067, -1.093, -0.180, 5.981602912391355};

return lin_diff_eq(size , coeff , x, y, ind);

}

};

// functor for high pass filter

struct high_filter_functor

{

public:

float operator ()(int size , float *x, float *y, int ind) const

{

// high pass at 25 Hz

float coeff [10] = {1, -4, 6, -4, 1, 4.409, -5.958, 3.591, -0.814, 1.2281171674667124};

return lin_diff_eq(size , coeff , x, y, ind);

}

};

// functor for derivative pass

struct deriv_functor

{

public:

// takes array of VT of size 5 and outputs an FD

FD operator ()(float *e) const

{

return {e[0], (float)(1000.0 / 8) * (-e[0] - 2 * e[1] + 2 * e[3] + e[4])};

}

};

// functor for square pass

struct square_FD

{

public:

FD operator ()(FD fdt) const

{

return {fdt.fil , fdt.der * fdt.der};

}

};

// functor for integration pass
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struct integr_FD

{

public:

FDI operator ()(FD *win) const

{

float total = 0;

for (int i = 0; i < INT_WIN_SIZE; i++)

{

total += win[i].der;

}

return {win[INT_WIN_SIZE / 3 + 7].fil , win[INT_WIN_SIZE / 3 + 7].der , total / (float)INT_WIN_SIZE };

}

};

After that the programmer only needs to declare the query using operators and functors (both

custom ones and ones provided with an SPE). Example of such a declaration is below:

Query -BEGIN

.MapPastN(<float , float , 5, low_filter_functor >, [low_filter_functor ()], {})

.MapPastN(<float , float , 5, high_filter_functor >, [high_filter_functor ()], {})

.SWinFunc(<float , FD, 5, deriv_functor >, [deriv_functor ()], {})

.Map(<FD, FD, square_FD >, [square_FD ()], {})

.SWinFunc(<FD, FDI , INT_WIN_SIZE , integr_FD >, [integr_FD ()], {})

.Peaks(<FDI , FSIP >, [], {})

.PT_Peaks(<FSIP , int , PT_BUFFER_SIZE >, [], {})

Query -END
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